@
Q

[mulAkjcnq

O\ APPLICATION®SYSTEMS

4

Industry Insights /

N 0
LoprolLo! 9

A,yw\n

Beyon Cards and Terminals: Considerations for
Testing Hostto-Host EMV Processing

Most EMYV testing focuses on cards and terminals. Card and terminal functionality is critical, but verifying
your EMV implementation also means testing changes related torymst processing and transaction

i AOOACA EI T x8 76E£00P0AAGERGAOOPRAODAOGAA O %-6 OOA
Typically, when financial organizations first consider implementing EMV, their focus is on setting up and issuing new chip

cards and getting their terminals EMV-ready. While these components are essential to a successful EMV

implementation, there are other considerations that may not be as obvious, but are just as criticalT considerations that
are related to the transaction processing flow from one host system to another.

How Does EMV Impact Financial Transaction Flow Testing?

Acquirer

Switch Issuer

m Switch Network m Issuer
m Merchant Acquirer m Interchange m Processor
m Terminal Driver m Gateway

m Acquirer

In this article, we will take a look at how EMV implementation affects each aspect of the transaction processing you do,
whether you are an Issuer, Acquirer, Merchant Acquirer, Terminal Driver, Processor, or Switch/Interchange. Having a
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For organizations accustomed to processing magnetic stripe card transactions, initially the addition of EMV messages
may not seem like a substantial change. However, there are significant differences in card validation, message
encryption, message flow, as well as some expanded back-end batch requirements. As an Acquirer, you need to develop
the required ATM and POS terminal configurations (for EMV card acceptance); and as an Issuer or Processor, you may
need to generate and validate Issuer scripts. Similarly, Merchant Acquirers might need to develop POS configurations for

their terminals. If your organization acts as an Interchange, Gateway, or Switch, your primary concerns may be message
mapping and validation.

The overview of the EMV transaction flow that follows will introduce you to many of these changes.

©2008-2011 Paragon Application Systems, Inc. ™ 326 Raleigh Street ™ Holly Springs, NC 27540 USA ® +1-919-567-9890 M info@paragonedge.com




0 PARAGON

APPLICATION®SYSTEMS

An Overview of the EMV Transaction Flow
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1. EMV transactions begin with a data exchange between the card and the terminal.

a. When a customer uses a chip card at the terminal, the terminal communicates with the card to obtain
all the information needed to determine if the transaction can be processed offline or must be
processed as an online transaction.

b. If the terminal determines the transaction must be processed online, the terminal sends a Read Record
Command to the card to retrieve the Card Data Objects List (CDOLJ The CDOL contains a list of EMV
tags and value lengths that the card needs from the terminal.

c. ¢KS GSNXWAYIlIf dzaSa AYyF2NXYIGA2Y FNRBY GKS /5h[ (2
an authorization request cryptogram (ARQG¢ Generate AGommand.

d. The card validates the information from the terminal and, if the data is formatted correctly, sends a
response to the terminal containing the ARQCApplication Transaction Counteand Issuer Application
Data

2. The terminal uses the information from the card, as well as the tags and values that the terminal sent to the
card previously, and sends a request to the Acquirer.

3. The Acquirer maps the message from the terminal into the message format required by the Issuer or designated
Gateway.

4. The Gateway/Interchange/Switch must send the tags and values from the terminal to the Issuer unchanged. If
the values are modified in any way, the Issuer will not be able to validate the ARQC.

5. The Issuer receives the message and generates a response using the following process.

a. When the Issuer receives the message, the Issuer generates its own ARQC by reconstructing the block of
data used when the card generated the ARQC. The Issuer then validates that its Issuer-generated ARQC
Y §OKSa (GKS OFNRQ&a !wv/ o06aSyid Ay GKS YSaal3asSoo

About the 9F10 tgin the request messagerhe 9F10 tag is used to identify what key file index should
be used (that is, it identifies the keys on that card), and also contains the cryptogram version number
(CVN. The Issuer uses the CVN to determine the type of algorithm to use when generating a session
key and the cryptogram@ block of data.

b. ¢KS L&aadzSNJ dzaSa G(KS NBI dz3uthdrizavod RBesponid So@eIARGwhen/ = | &
generating the authorization response cryptogram (ARPE

c. The Issuer sends the ARPC and any Issuer scripting back to the card in the response.

6. ' ALAYZ AdQa AYLISNIYGAGS GKIFIG GKS AYyTF2NXIGA2Y aSyld
the Gateway/Interchange/Switch and the Acquirer unchanged. If anything is modified or changed during the
transfer process, the card cannot validate the ARPC.
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7. When the terminal gets the response, it sends the card the ARPC in an external Authentication command.

The terminal can now send the card any applicable Issuer script commands (that is, Application Protocol Data
Unit [APDU commands such as PIN change, application block, or card block) to be processed, or to be used in
the completion message. If the card approves the ARPC and an APDU command has been sent to the card, even
though an Issuer script may not be relevant to the current transaction, the command will be executed. The card

then responds to the device with a status command that indicates whether or not the command was executed
successfully.

(This example addresses only Issuer Script APDU commands. There are other APDU commands as well, but those

commands occur offline between the Card and the terminalt that is, those commands are not sent by the
Issuer.)

The First Step in Test Planning: Determining What You Need to Test
Writing a good test plan means first determining what your organization needs to test. The sections that follow present

the test considerations associated with the various roles (Issuer, Acquirer, Switch, and so forth) in the EMV transaction
flow.
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Acquirer EM\WProcessing Considerations

As an Acquirer, Merchant, Merchant Acquirer, or Terminal Driver, the implementation of EMV can affect several aspects
of transaction processing.

Your organization will likely need to develop tests that address needs such as:

e Testing your ATM and POS configurations for compatibility with both chip cards and magnetic stripe cards
e Testing your EMV message processing capabilities, including

0 Testing your ability to recognize and correctly process properly (and improperly) formatted EMV
messages

0 Testing your ability to recognize and correctly process valid (and invalid) EMV message contents
e Testing your fee processing
e Testing any required information-handling for card or account management
e Testing your ability to properly map the EMV tags or tokens in received messages to the correct tags and tokens

required in the EMV messages you send to others

Acquirer/Merchant/Terminal Driver Considerations
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Switch/Gateway/Interchange EMV processing considerations

As a Switch network, Gateway, or Interchange, your primary challenge is EMV message mapping and validation.
Your organization will likely need to develop tests that address needs such as:
e Testing your validation of the EMV message
0 Testing your ability to recognize valid (and invalid) data in the EMV message contents
0 Testing your ability to recognize properly (and improperly) formatted EMV messages
e Testing your ability to correctly map the EMV tags or EMV tokens before you forward the transaction
e Ensuring you are examining the correct EMV tags or EMV tokens when you receive a response message
e Testing your fee processing
e Testing any required information-handling for card or account management

e Testing switch availability, and testing to ensure your ability to process a higher volume of online transactions

Switch Network/Gateway/Interchange Considerations
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Issuer EMV proessing considerations

Issuers face more challenges than the other entities in the EMV transaction processing flow. Not only do Issuers face the
difficulty of simulating their various endpoints during testing, they must also ensure their EMV messages are properly
formatted and contain the correct content, including managing the cryptogram. In addition, current card management
systems and risk management systems must be evaluated and updated to accommodate the new chip cards and
associated EMV processing.

Your organization will likely need to develop tests that address needs such as:
e OYyAad2NAY3I &2dzNJ K2aild O2NNBOiGfeée LINRPOSaasSa GNXyal OGAz2
e Ensuring your EMV message is properly formatted and that its contents are valid

e Testing your validation of the cryptogram sent in the request message, and ensuring your host security module
(HSM generates the correct cryptogram for the response

e Testing the management of the keys on the card and on the host
e Testing your ability to process Issuer scripts (that can potentially damage your test cards)

e Ensure your card management system and fraud/risk management system have been successfully updated to
support chip card transactions

Issuer Considerations

EMV Chlp Card
Message . System
Mapping Terminal Types
Cryptograms
4 | Response MeEs':de Card Mgmt
ssuer
Contents System
m Issuer
m Processor
Fraud/Risk
Mgmt System
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Understanding the Challenges You Face
b2¢ GKIFIG €2dz KI @S |y 20SNBASG 2F GKS O2yaAiARSNIridAzyas
planning.

o Getting the EMVrelated resource materials
Often, one of the biggest bottlenecks in EMV testing is acquiring the necessary resource materials: cards, devices,
and specifications. Chip cards are often not as accessible as magnetic stripe cards. The acquisition of chip cards can
be time-consuming and expensive, and testing certain issuer scripts (a blocked card, for example) can actually
render a test card useless. Similarly, finding chip-capable devices which are readily available for your testing can be
unexpectedly difficult.

In addition to the EMVCo specifications, Terminal drivers need terminal specifications, and Issuers need the
applicable message format specifications and any payment-specific specifications for the cards and applications that
the Issuer intends to support. Again, there may be costs associated with acquiring these specifications.

Test scheduling may also be delayed because other entities (Issuers, Acquirers, Switches, etc.) are not ready fort or
available fort testing.

e Training yourdevelopment and QA/Q@®ersonnel
Physical resources may be difficult to obtain, but finding programmers and testers with EMV experience will likely be
even more difficult. Your development team and your QA team will need trainingT and your staff will benefit most if
the provided training is targeted to their needs. While both groups must be familiar with the EMV specifications,
developers need information on testing specific pieces of code, while QA testers need to be taught how to validate
the cryptograms and to examine EMV messages for issues with formatting and field content. Automated test tools
for both groups can accelerate EMV development and certification.

e Verifying your terminal configuration changes
As an Acquirer or Terminal Driver, you probably have experience setting up configurations for ATMs and POS
terminals, and you may have anticipated the added complexity of configuring terminals to support both magnetic
stripe cards and EMV cards. Because configurations that support EMV require interaction with the chip card that is
considerably more complex than simply reading a magnetic stripe, you may find errors or omissions in the
configuration are more likely. During the implementation phase, you may not have terminals available immediately
to take downloads from your host or, conversely, you may have access to a terminal but not to your host system. If
you anticipate this may be the case for your organization, you may need to acquire a testing tool to simulate the
necessary endpoint (terminal or host) and a configuration test tool for developing and testing the necessary ATM
and POS configurations.

e Generating and &lidating the cryptograns required for EMV
For online EMV, there are four primary types of cryptograms:

e The authorization request cryptogram (ARQC)
e The authorization response cryptogram (ARPC)
e The cryptogram used to encrypt the PIN (used only when processing the Issuer script for online PIN change)
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The cryptogram used to generate the MAC (used only when MACing is required for Issuer script processing)

Issuers need to test with an HSM (Host Security Module) that is capable of validating and generating the
cryptograms required for EMV transactions.

Acquirers and Switches/Gateways/Interchanges need to ensure the data used in EMV cryptograms is carefully

collected and properly formatted, and that its continuity is maintained throughout the entire transaction flow. You
must verify the data is unchanged and is populated into the correct fields.

EMV testing should ensure your organization is capable of:

o O O

(0]

Cryptogram verification

MAC generation for Issuer script commands
Issuer script APD execution
PIN authorization

In addition, your regression testing must verify that your magnetic stripe card processing is unaffected, confirming
that you are still capable of tasks such as full message authentication, address verification, and CVV or CSC handling.

Verifying mesage mapping

Verifying message mapping means not only ensuring that you are correctly mapping EMV tags or EMV tokens in any
messages you must forward, but also ensuring you are examining the correct tags and tokens in any messages you
receive. In addition, Switches, Gateways, and Interchanges must be prepared, for ISO messages, to re-map some

EMV tag values in EMV fields to specific ISO message fields. You must verify that the proper mapping is occurring for
these types of tags.
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¢ Including fraud testing
Your organization may also want to develop fraudulent transactions to incorporate into your test plan. Some
examples of these transactions are:

0 An expired or stolen card
0 Aninvalid CVV or CSC value
0 An EMV field with valid EMV data from a valid EMV card, but sent from a terminal that is not EMV capable

¢ Including adequate agative testing
2 KSy @2dz NB ONBFGAYy3 @2dzNJ GSal Wihilditys heceR&yWard worthwhiNH S
to run tests that ensure your host correctly processes properly formatted, valid EMV messages, it is also critically
important to include negative testing. Negative testing ensures your host system can correctly handle EMV
messages that are not formatted correctly or that contain invalid values. For example, test scenarios might include
the following:

Improperly formatted messages

Invalid tag or token values

Invalid cryptogram values

I @I NASGe 2F OF NR @I f dzSudr Appliatind Bata [IAD] valuKtb ehsairk tfiaflan (1 K S ¢
Issuer host system is using the correct cryptogram version and key)

O O O ©

o Verifying system capacity with stress testing
Implementing online EMV will likely increases system overhead and transaction volumes. To ensure your system is
capable of handling the additional processing, you will likely want to include stress testing in your EMV test plan.
Stress testing can provide valuable data about system performance and capacity, as well as ensure your system can
handle both synchronous and asynchronous chip card traffic from all your ports. You may also want to include
disaster recovery testing as part of your overall test strategy.

e Verifying changes to your batch system
While this article has focused on the changes to the online system, there are also a number of changes that must be
made to your batch system related to your EMV implementation. Your testing must address these back-end
processes, such as:

Changes related to offline EMV transaction processing
Additional requirements for dispute reporting
Additional Chargeback reasons

Additional Reason Codes for First Presentments
Updates required for fraud reporting

O O O O o

Using Automated Test Tools
Using test tools to simulate cards, devices, and the various participants in the EMV transaction flow (Issuers, Acquirers,
GatewaysT evenyour2 gy K2 aid aeadSyuv OFy SrasS Ylye 2F (GKS OKIFff
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be designed using simulators that might otherwise damage physical cards and terminalst such as blocked cards, device

faults, and so forth. As a switch participant, you can conduct your own pre-certification testing, running your entire

certification test script in a simulated environment befored OK SRdzf Ay3 Oz2adfte aftA@S¢e agAai

a simulated environment to ensure you have tested key areas in your system, you can reap many benefits.

e Ashorter implementation (as a result of faster, easier test setup)
e Reduced testing costs and increased product quality (as a result of testing more scenarios faster than before)
e Asolid set of regression tests that you can reuse as your implementation continues to change and grow

About Paragon Application Systems

Paragon Application Systems is a leading global provider of ePayment simulation, configuration and testing software

tools to the financial industry. More than 590 financial institutions in over 85 countries use Paragon tools to improve
quality and reduce time-to-Y' I NJ| S i @ s brdad-cidforak2bys€includes major interchanges, processors, leading
software providers, banks and credit unions. Visit Paragon Application Systems at www.paragonedge.com.
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