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EMV Implementation for Acquirers:
10 Questions to Answer When Formulating
Your EMV Device Budget and Timeline

When your institution is planning an EMV implementation (that is the implementation of the Europay,
MasterCard, Visa standard for integrated chip cards), it’s easy to get overwhelmed by the project scope. As an
EMV transaction-acquiring institution, your organization can expect changes in nearly every division resulting
from this fundamental shift in payments processing. When tackling such an imposing project, many experts
recommend taking one small step at the time. For acquirers, an obvious first step is evaluating their existing
devices and planning for chip-compatible ones. Answering the following device-related questions will help you
determine the budget and timeline for your institution’s EMV implementation. These questions must be
answered based on your institution’s business plan, network size, card associations, and so forth; and each
institution’s answers will likely vary. Despite their differences, however, all acquiring institutions should
incorporate these considerations into their EMV implementation planning.

1) What is my network “inventory”? Which ATMs can be upgraded, replaced, or
removed? Which POS devices must be supported for merchant processing?

Part of scoping your EMV implementation is taking a detailed inventory of your current network. Begin by
determining the makes (Diebold, NCR, Triton, Wincor, etc.) and models of ATMs, and the firmware/software
in use on the ATMs. Because upgrades are typically less expensive than wholesale replacement, the next
step is identifying any terminals that could be made chip-ready. These are terminals that have equipment
(such as chip readers) and software/firmware upgrades available to make them chip compatible. Ensure
your project schedule allows time for budget approval, and for ordering and installing new parts or devices.

For merchant acquirers, similar consideration must be given to the devices that your merchants intend to
use and the POS transaction set that you agree to support.

2) Can we reduce costs by streamlining our network?

Because EMV implementation is so far-reaching, it offers an opportunity for acquirers (especially those that

have acquired other i nst i totekvhlatethessupgoreMtypesoftATMETr K s Vv i
(manufacturers and models), and the number and location of ATMs in the network. For every unique ATM

type supported, there are direct costs (equipment purchase price, third-party service agreements, vendor
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maintenance agreements, etc.) as well as associated costs (a test lab with representative terminals of every
type, in-house expertise, development specific to that terminal make and model, etc.). When evaluating
these costs, institutions may determine that the cost of replacing some terminals is offset by the savings
realized by supporting fewer terminal types. For example, acquiring more devices from a single vendor may
result in more favorable terms in a service contract.

3) What changes need to be made to physical structures to accommodate new
devices?

One expense associated with upgrading to new device types is changes that may be needed at brick-and-
mortar locations. For example, replacing through-the-wall ATMs may mean remodeling at your branch
locations so branches can accommodate terminals with different dimensions. These changes can have a

substantial impact on your timeline and budget.
4) Have we factored in time for board or management approval of related expenses?

When establishing a timeline for your EMV implementation, be sure to include time for financial decision-
making by your board or management. Purchasing new equipment, making brick-and-mortar changes, hiring
trainers or consultants, evaluating new vendor agreements or service contracts—these and many EMV-
related costs will require board or management approval, which may in turn require review by committee,
or extended research and reporting. These potentially time-consuming decisions need to be accommodated

in your EMV project timeline.

5) Will we offer the same transaction set to chip card users that we currently offer to
magnetic stripe card users?

Linked to your choices about the devices that your institution will employ is the decision about the
transactions those devices will support. Be aware that there will very likely be changes to ATM/POS loads
and device configuration to support EMV. The nature and complexity of the changes will depend on the
features and functions that will be offered at the devices.

6) Has my vendor received Level 1 and Level 2 certification from EMVCo for the devices
| intend to support? Are they already in use in another network? (Have they been
proven in the field?)

Terminal vendors are responsible for working with EMVCo to complete the following certifications for

devices:
e Level 1: interface/card reader functions

e Level 2: terminal software application functions
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You will also want to verify that these devices and software kernels are in use already so your institution is

not in the challenging position of being a beta tester.

7) What development and testing will be required to meet my card association’s and
switch network’s requirements?
In addition to the EMVCo Level 1 and Level 2 certifications for the devices, depending on the card
associations in which you participate, several additional certifications may be required. However, unlike

Level 1 and Level 2 testing, which is the responsibility of the vendor, completing the following certifications
is the responsibility of the acquirer. Time and resources must be allocated for these certifications, and the

right tools must be purchased to execute them.
e Terminal application-level certification, known as:
0 Terminal Interface Process (TIP) for MasterCard
0 Acquirer Device Validation Testing (ADVT) for Visa
e MasterCard acquirer functional certification

e Visa acquirer functional certification

e Other (national or regional) financial network/switch certifications
In some countries, regional or national networks may require additional certifications; for example,

Interac in Canada has its own Terminal Application Certification (TAC), functional (application level)
certifications, and inter-member certifications that must be completed by each acquirer.

For some institutions, the aggressiveness of their EMV implementation schedule may be largely determined
by mandates from financial switches or card associations that require them to support certain transactions

or card types by a specific date.

8) What testing is required to verify that our existing processing still works as
expected?

In addition to the EMV-specific mandated testing mentioned previously, your institution will undoubtedly
have developers and QA testers create your own internal EMV test plan. While thoroughly testing your new
EMV processing is important, your institution will also need to conduct regression testing to confirm that
changes to support EMV did not result in unexpected issues with existing processing. In addition, you must
conduct load testing or stress testing to ensure that your system is ready to handle any anticipated increase
in transaction volumes. It is also advisable to review and test disaster recovery systems and procedures to
determine if any modifications are needed in regard to your support of chip-enabled devices or chip cards.
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Be certain to include time in your schedule for acquiring chip cards to use during testing. If you are an
acquirer only (and do not issue cards), you will likely obtain test cards from card associations in which you
participate. However, testing network processing may be more challenging—even requiring you to make
your own arrangements for test cards from an issuing institution. Remember that you will also need
magnetic stripe cards for regression testing.

9) What training is required for the new devices we will support? For developers? For
branch personnel? For service technicians? For our customers?

EMV will be new to most, if not all, of your project team. It will take time for the project team to get familiar
with terminology, technology, process flows, and so forth. But the need for EMV training extends beyond
your development team. Your operations team will need to be aware of any new device-specific or system-
level log messages or errors that may be generated by chip-enabled devices. You must review internal and
external documentation for updates related to the addition of EMV processing. For example, your
procedures for contacting branch personnel or vendors for service must be updated to include errors
related to new EMV devices or functions. While card issuers will likely promote chip card use to their
customers as their cards are re-issued, your merchants may need to be alerted to EMV transactions that
now require PINs. Similarly, your branch personnel must be prepared to assist customers who are uncertain
how to use their cards at your chip-capable ATMs.

10)Which EMV devices should we roll out first?

Even in the EMV planning stages, your institution can begin considering the phases of your EMV roll-out.

Early EMV efforts may start with devi ceeafeterian “fri e
where early implementation issues can be solved before your EMV devices are publically accessible. You

must have sufficient cards in production to test all functions supported at the device for both magnetic

stripe and chip cards. If your institution has not yet issued chip cards, ensure that chip cards issued by

another institution are available for use.

Focusing on issues related to devices can help your institution begin formulating their EMV implementation
plan.

Can Paragon Help with Your EMV Implementation?

Institutions can use simulators to begin testing EMV processing long before they have EMV devices or chip cards

available for testing. Paragon solutions can simulate EMV processing by your host or financial switch, and by
ATMsorPOSdevi ces. We offer a virtual “ s 0 finclwliagblocked t 0 t e st
applications and blocked cards —before you have EMV cards available for testing. Our solutions can help you

build and test ATM loads. Our simulators can also generate sufficient transaction volume to enable you to test

batch processing of EMV transactions. In addition, Paragon Professional Services Team offers experienced EMV
professionals to provide information and guidance as you develop your EMV implementation plan.
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About Paragon Application Systems

Paragon Application Systems is a leading global provider of ePayment simulation, configuration and testing

software solutions to the financial industry. More than 590 financial institutions in over 85 countries use

Paragon tools to improve quality and reduce time-to-market. Paragon provides EMV training and hands-on

assistance to customers world-wide who are implementingEMV.Par agon’' s broad customer
interchanges, merchant acquirers, processors, leading software providers, banks and credit unions. Visit Paragon
Application Systems at www.paragonedge.com or email info@paragonedge.com.
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